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Solve problems faster by empowering IT with AlOps-driven automation.

Employees rely on seamless technology to stay
productive and engaged. But when systems lag

or workflows break down, frustration rises, and
efficiency suffers. Every digital hiccup is a barrier
to success, putting pressure on IT leaders to
ensure a smooth experience. This is where Artificial
Intelligence for IT Operations (AlOps) comes in—
using Al-driven insights to predict, prevent, and
resolve issues before they impact employees and
processes, keeping the digital workplace running at
its best.

Common IT Challenges Drive Need
for AlOps

The complexity, volume and velocity of monitoring
telemetry has increased so much that it is no longer
feasible for IT to manually analyze and correlate the
data and still meet operational expectations. Add
to this an ongoing shortage of skilled IT experts
and together they are driving the need to improve
business insights with AlOps and automation.

According to Gartner, the following critical
characteristics are essential to deliver value for
AlOps implementations:

- Leverage Al/ML - specifically causal, predictive,
and generative Al technologies - to eliminate
manual processes, data silos, and poor user
experience.

« Ensure AlOps actions and outcomes are
explainable, simple to understand, and easy to
include in ITSM/ITOM systems for future reference.

+ Ingest and analyze data from a broad variety of
observability and monitoring sources.

« Automatically detect incidents in real-time and
surface their probable root cause.

- Correlate metrics and incidents to reduce alert
noise and alert fatigue.

+ Incorporate real-time, dynamic topology mapping to

improve incident correlation to IT infrastructure.

+ Enable automated troubleshooting and remediation

to reduce mean time to resolution (MTTR).




Riverbed IQ Ops

Riverbed IQ Ops is Riverbed’s SaaS solution for
AlOps. It uses artificial intelligence (Al), machine
learning (ML), and big data analytics to determine
anomaly baselines, detect anomalous behavior,
and automate IT operations to help organizations

predict, detect, and resolve IT issues more efficiently.

It codifies expert knowledge so that automation

can be used to investigate incidents, recommend
remediations, and even autonomously remediate
issues to continuously improve digital experience

for customers and employees.

Riverbed IQ Ops uses full-fidelity network,
application, and endpoint observability data from
across the IT landscape and applies Al/ML to
contextually analyze and correlate metrics and
events to prioritize incidents by business impact
or customer-specified factors such as location,
application, etc. This analysis and correlation also
triggers investigative automations that replicate the
troubleshooting workflows of IT experts to gather
additional supporting diagnostics, filter out noise,
and set priorities—reducing the volume of alerts by
many orders of magnitude to the most business
impacting, and empowering staff at all skill levels
to identify and solve problems fast.
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Figure 1: Riverbed IQ Ops reduces the high volume of alerts by correlating multiple high-fidelity trouble-indicators into a
single high-confidence incident, automatically runs customizable scripted investigations to gather additional context,
programmatically set the priority, and surface this information so IT staff can quickly resolve the issues that are critical to

the enterprise.
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Riverbed IQ Ops Benefits

Riverbed IQ Ops eliminates data silos, provides contextual insights, and enables automated actions,
empowering organizations to move from simply monitoring and gaining visibility to reaping the benefits of
full-fidelity AlOps. By building on key enabling technologies such as the Data Store, Analysis & Correlation,
IQ Assist, Unified Agent, Automations, and Topology Map, Riverbed IQ Ops ensures customers can:

1. Reduce MTTR with actionable insights and resolution.
intelligent automation that improve digital
service quality and productivity for customers
and employees.

6. Accelerate digital innovation by reducing time
spent on troubleshooting, leaving more time for
revenue-generating projects.

2. Improve first-level resolution rates by enabling
L1-L2 teams to troubleshoot more incidents
without needing escalations and war-rooms
involving multiple teams and subject matter
experts.

7. Capture environment-specific knowledge held by
expert IT professionals in flexible automated triage
and investigation workflows, usable by all levels in the
organization, instead of being buried under volumes
of outdated documentation.

3. Reduce alert fatigue by eliminating high-volume low-
impact alerts, so IT staff can focus on fewer, more
critical events.

4. Share insights with an OTel collector using
Riverbed’s Smart OTel feature, which turns
telemetry data into actionable insights. By refining
data before distribution, it cuts through the noise,
enabling IT teams to focus on what matters—
boosting efficiency and accuracy.

5. Enhance IT productivity and collaboration
by resolving the challenge of distributed,
inconsistent data and data silos across domain-
specific IT teams that cause repeated trouble-
ticket reassignments and extend time to
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Key Features
Full-fidelity Telemetry

Broad-based telemetry brings together a unified
view of performance and insights, which is the
foundation of an AlOps service upon which all other
capabilities are delivered. Unlike other products that
limit or sample data to deal with the scale of today’s
distributed environments, Riverbed IQ Ops leverages
full-fidelity packet, flow, network device/interface,
and end user experience metrics. We do not sample.
This richness of data gives IT a complete picture of
what is happening, without missing key events.

Analysis & Correlation

Riverbed 1Q seamlessly connects all deployed
observability tools, whether Riverbed’s or from
other vendors, and then applies Al/ML for causal
Al to identify root cause of issues, predictive Al to

Impact Dashboard

forecast future problems, generative Al to make
smart recommendations, and explainable Al to give
customers confidence in their decision making as
they resolve incidents.

Unlike other products that correlate events primarily
based on time, IQ automates the process of gathering
and correlating data across time, device, location, users,
and applications. It uses Al/ML to establish anomaly
baselines and detect anomalies, consolidate related
alerts and reduce the number of alerts IT must process.
Applying advanced analytics to the set of observability
data enriched by the Data Store, provides IT with more
accurate insights into the scope and severity of issues
and the root cause of poor performance.

Customers use the Impact Dashboard to view prioritized incidents based on the number of impacted users,

most-impacted locations, and most-impacted applications to help understand the effect on their business.

Customers can filter by priority, time, or status, as well as view active event distribution by event priority and

how incident priority changes over time.

Impact Dashboard

INGIDENTS BY USER IMPACT
Incident

ACTIVE INCIDENT DISTRIBUTION

. .

woderae

INCIDENT PRIORITY OVER TIME

St Now. Investgating v Last24 s

Figure 2: The Impact Dashboard leverages Al and ML-based correlations to identify and highlight the events that

most impact your business.
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Impact Summary

With the combination of full-fidelity telemetry, intelligent correlation, and workflow automation, Riverbed IQ
Ops delivers context-rich, filtered, fix-first insights, ready for IT action. These insights enable effective cross-

domain collaboration and decision- making to accelerate mean time to know/resolution.

Custom tags give the customer a feedback loop mechanism to enrich the properties of monitored entities for
better prioritization of automations and to drive better decisions.
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Figure 3: The Impact Summary spells out the timeline and root cause of a problem in plain language,
and even lets you know what’s not part of the issue.
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Intelligent Automation

Rather than immediately sending an alert to users,
Riverbed IQ Ops replicates the investigative workflows
of IT experts to automate the process of gathering
evidence, building context, and setting priorities.
These investigations save time, reduce escalations to
Level 3/4 experts, and turn the knowledge that resides
in the minds of a few specialists into knowledge that is
usable by all IT. These no-code/low-code automations
are easily customizable so additional workflows can
be created using the highly graphical, easy-to- use
interface.

Automation workflows can be triggered by detected
anomalies or external events/alerts, can be scheduled
to run at the customer’s preferred time, or executed

on-demand.

Riverbed 1Q Ops automation enables multiple use
cases - there is almost no restriction to what is
possible.

Some commonly deployed examples are for:

+ Incident response workflows to automate the
troubleshooting processes of IT experts.

+ Automated remediations as a part of the Aternity
Intelligent Service Desk feature to address common
issues like software asset management, disk/cache
issues, device refresh, technology upgrades, UC
performance, and more.

+ Integrations with 3rd party observability products (e.g.,
APM, ITSM, ITOM, SIEM/SOAR, Event aggregators, etc.)
to streamline troubleshooting and eliminate data silos.

+ Smart OTel to simplify and intelligently share
observability data with an OTel collector, while also
serving as an OTel broker for non-OTel compliant
products.

+ Generative Al for incident summarization,
recommended remediations, dynamic ticket

management, and report generation.

£,0n Demand Mult-Device Down Analysis

Figure 4: No-code/low-code workflows replicate the investigative processes of IT experts to automate the process of

gathering evidence, building context, and setting priorities.
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Generative Al (Riverbed IQ Assist)

Riverbed 1Q Ops includes Riverbed IQ Assist for
Generative Al functionality, based on a secure,
private, observability domain-specific large
language model (LLM). Riverbed IQ Assist delivers
natural language summaries of observability data
and incident analysis from across the landscape
of deployed observability tools, making it easy to

identify and understand anomalies and root causes.

Unlike competitors’ GenAl products that require
lengthy chatbot interactions, Riverbed IQ Assist
provides automated, contextual diagnostic insights
upfront. In addition, IT staff can describe issues in
natural language to receive prioritized, actionable
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remediation steps powered by Al. These capabilities
simplify diagnostics, empower less experienced
staff, and significantly reduce Mean Time to Repair
(MTTR) and First Call Resolution (FCR).

IQ Assist boosts productivity by analyzing alerts,
correlating them with remediation actions, and
recommending the most effective solutions.
Operators can trigger remediations manually or
automate them for faster resolutions. This approach
reduces manual effort, minimizes escalations, and
optimizes workflows, allowing L1 teams to resolve
issues with precision. Senior staff can focus on
strategic projects that align with business goals,

enhancing the organization’s overall performance.
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Orders portal not respanding

= < Ive analyzed the reported issue with the Orders
portal not responding. This could be caused by various
factors including network connectivity problems.
browser cache Issues, or DNS resolution problems.
Let's explore some potential solutions to address
these possibilities.
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No software changes found in the selected time frame.
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Building on the Causal and Predictive Al capabilities of Riverbed IQ Ops, IQ Assist offers natural language
summaries of analytics from the customer’s observability data. A graphical indicator highlights the root cause
(e.g., network, endpoint, or application), ensuring tickets are routed correctly on the first attempt. Automated
remediation resolves most issues without human intervention, speeding up MTTR and optimizing IT operations.
This enhances collaboration and keeps your team agile and efficient in addressing complex challenges.
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With IT talent in short supply, Riverbed helps maximize productivity by automating expert and tribal knowledge
through low-code/no-code workflows. The GenAl node in 1Q Assist uses a default Riverbed-provided LLM, but
adopts an LLM-agnostic approach that gives customers the power to use an LLM of their choice. This node
facilitates automated investigation and remediation aligned with your environment, ensuring accurate and
proactive issue resolution. Riverbed customers have achieved significant success and ROI by using Riverbed
automation, particularly with features such as Intelligent Service Desk.
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Riverbed Agentic Al

Why Agentic Al?

Modern IT Operations teams face a complex
landscape. Enterprises run on hybrid infrastructures—
cloud, on-premises, and edge—generating massive
volumes of data every second. The pressure to

deliver agility, reliability, and efficiency is relentless,
yet most teams are stuck in reactive firefighting.
Traditional monitoring tools and conventional Al
approaches can analyze data and generate alerts,
but they rarely take meaningful action.

The Riverbed Approach
Riverbed Agentic Al is designed to plan, decide, and

act—often autonomously, but always under human

governance when needed. It goes beyond smarter

How It Works

Riverbed Agentic Al continuously correlates data
across the enterprise, learning from real-time signals
to predict incidents before they impact users. It
anticipates what’s next, enabling IT teams to prevent
problems rather than just react. The platform uses a

multi-agent orchestration and collaboration framework,
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This leaves teams overwhelmed by alert noise, slow to
respond, and forced into war rooms when incidents
escalate. Outages linger, recovery is delayed, and
productivity suffers.

What’s needed is a shift from reactive models—where
humans interpret insights and manually resolve issues—
to a new paradigm where IT can predict, prevent, and
autonomously resolve problems. Riverbed Agentic Al
enables this transformation.

alerts to deliver intelligent action, helping IT teams

move from reactive to outcome-driven operations.

where specialized agents diagnose endpoints, generate
insights, remediate issues, and more. These agents
collaborate, orchestrated by Riverbed and third-party
ecosystems like Microsoft Copilot Studio, to execute
complex workflows that span the entire IT environment.
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Autonomy is powerful, but trust is essential. Riverbed
Agentic Al operates under strict governance policies,
allowing IT leaders to define objectives, set boundaries,
and control how much autonomy is granted. Human
oversight is always available, ensuring that Al-driven
actions are safe, secure, and aligned with business
goals. Customers can choose the level of autonomy,
building trust in Al-driven outcomes.

Riverbed’s integrated approach includes publishing

a rich set of skills and agents to 3rd party orchestration
ecosystems, as well as its own library. Integration
with third-party orchestration platforms means
customers can leverage Riverbed’s advanced analytics,

Key Benefits

Riverbed Agentic Al helps prevent problems before
they impact users, reducing outages and speeding
up recovery. Customers set the rules, so Agentic
Al operates under strict governance, giving teams
visibility and control. By executing workflows

automation, and remediation within the ecosystems
they already use, accelerating adoption and value.

Multi-agent orchestration is performed by the Riverbed
Agentic Al Framework, which develops a plan based
on human-defined goals and directs Al agents to
execute tasks using a library of skills, agents, tools
and automated workflows, all governed by enterprise
policies. Riverbed agents and skills leverage various
Al techniques for investigations, data gathering,
anomaly detection, root cause analysis, predictive
insights, and natural language interactions that are
included as needed in the agentic flow to deliver the
desired outcome.

automatically, it cuts through alert fatigue and manual
analysis. Higher service availability and reliability

lead to stronger trust and satisfaction, while leaner
operations deliver measurable improvements across
the IT ecosystem.
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Riverbed Workspaces and Console

Unifying IT Operations with Intelligent, Personalized Insights

The Riverbed Platform is redefining IT operations

management with the introduction of the Riverbed

Unified Console and Workspaces. These new capabilities

address the challenges of fragmented monitoring tools,

Console: Your Central Hub for IT Operations

The Riverbed Unified Console is the single entry
point for navigating the Riverbed Platform. It brings
together observability data sources, Al/ML analytics,
automation, remediation, and reporting in one

coherent interface. This unified access eliminates

S3lng Only @D PRIORITY: | ® Critcal

ATIONS

data silos, and the increasing complexity of hybrid

cloud environments. By delivering a unified, intuitive
experience, Riverbed empowers IT teams to operate with
greater clarity, speed, and confidence.

the need to switch between specialized products or
learn multiple dashboards, streamlining workflows
and reducing operational complexity. IT professionals
benefit from consistent navigation and a frictionless
experience across the entire Riverbed portfolio.
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Workspaces: Personalized Investigation and Reporting

Workspaces, accessible through the Unified
Console, provide an intelligent and extensible
canvas for investigation and reporting. Designed

to adapt to the needs of individual users and teams,
Workspaces offer contextual visualizations tailored
to roles such as network operations, application

owners, infrastructure teams, service desk, and
digital workplace teams. Instead of static reports,
IT professionals can build dynamic visualizations
on demand, using a rich library of widgets and
automations.
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At the heart of Workspaces is the Riverbed Data

Store, which delivers unmatched breadth and depth

of observability data. The Data Store unifies telemetry
from Riverbed products and third-party sources at full
fidelity, ensuring IT teams have access to comprehensive,
trustworthy data. By making the Data Store directly
accessible and interactive, Workspaces eliminate the
need to manually piece together incomplete information.
This means teams get answers quickly, rather than
spending valuable time searching for them.

Workspaces also leverage Riverbed’s embedded Al

and machine learning analytics to highlight anomalies,
surface root causes, and recommend corrective actions.
These capabilities accelerate troubleshooting, reduce
time spent in resource-intensive war rooms, and enable
proactive prevention of issues before they impact service
levels. Automation and remediation workflows further
reduce mean time to resolution (MTTR), freeing IT teams
to focus on higher-value work and strategic initiatives.
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Key Benefits

The Riverbed Unified Console and Workspaces
provide a seamless experience by offering a single
point of access to all Riverbed Platform capabilities.
This makes it easier for IT teams to manage complex
environments without switching between multiple
tools. Customers benefit from personalized
dashboards and visualizations that are tailored to
each IT role, so every team member can focus on the
information most relevant to their responsibilities.
With full-fidelity data integration, including support
for third-party sources, users gain comprehensive
visibility and can trust the accuracy of their insights.

Delivering Unified Outcomes

Riverbed Unified Console and Workspaces empower
IT teams to master performance, eliminate silos, and
drive business outcomes with confidence.

Together, the Unified Console and Workspaces
replace fragmented monitoring tools with a cohesive
platform experience. IT teams gain clarity, speed,

The embedded Al accelerates root cause analysis and
enables proactive issue prevention, which helps teams
resolve incidents before they impact service levels.
Automation workflows streamline incident resolution,
reduce mean time to resolution, and allow IT staff to
focus on strategic initiatives. The extensible and easy-
to-use interface is included by default with Riverbed
IQ licensing, so organizations can quickly adopt these
capabilities and realize immediate improvements in
productivity, operational efficiency, and end-user
satisfaction.

and confidence for resolving incidents faster,

meeting SLAs more consistently, and elevating
end-user satisfaction. The result is a modern, adaptive
IT operations environment that shifts organizations
from reactive firefighting to proactive, business-aligned
performance.
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Smart OTel (OpenTelemetry)

To overcome the fragmented nature of observability
insights, many enterprises are turning to
OpenTelemetry to collect data from all the data sources
in their network and then apply analytics to that data.
Unfortunately, this puts the onus on IT to store, process
and build or optimize tools to analyze this massive
volume of raw data. This further exacerbates the
problem resulting in delayed analysis, slower resolution
times, and escalating operational cost.

Riverbed Smart OTel transforms OpenTelemetry
implementation by integrating Al, automation, and
precision filtering to deliver actionable insights at the
right moment. Customers now have immediate access

Third-Party Integrations

Riverbed firmly recognizes that an open ecosystem
of tools that can integrate and interwork easily
with each other, is essential to the success of IT
Ops. Towards that end, Riverbed IQ Ops enables
customers to securely integrate with any
third-party solution which has an accessible REST
API, or leverage a pre-built integration from the
Integration Library.

These integrations support importing data into
automation workflows to provide a more complete
understanding of performance issues, as well as
exporting actionable insights to non-Riverbed
products such as ITSM, ITOM, or other tools used by
IT in their current operations. Integrations are built as
containerized, reusable nodes, called subflows, that
can plug into any automation workflow.

For a list of pre-built integrations, please visit
the Riverbed Integrations Library: riverbed.com/
integrations-library/

to OTel-compliant export of any data from any Riverbed
product to any export of any data from any Riverbed
product to any OTel collector for further processing
and/or visualization in tools such as Grafana. And,
because this is all achieved through automation
workflows, it can be combined with other IQ Ops
functionality such as IQ Assist or integrations with 3rd
party data sources to augment the OTel data with even
more value.
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Identity, Access & Security

+ Riverbed 1Q Ops supports SAML 2.0-based
authentication so organizations can use their
trusted identify provider and not need to manage
passwords in another tool.

- Role-Based Access Controls (RBAC) let
administrators control who has access to
which data.

+ Riverbed IQ Ops also achieved SOC 2 Type Il and
ISO 27001 certifications. For more details, visit our
Trust Center: riverbed.com/trust-center/

+ Riverbed IQ Ops is GDPR compliant.
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Product Compatibility Learn More

As with any Al solution, the quality of the data . . o .
. . . Riverbed 1Q Ops applies artificial intelligence to
directly impacts the outcome, and Riverbed IQ Ops .
) . o ) . ) correlate data across domains and automates
provides richer insights when using multiple, diverse . o )
the investigation process to dynamically surface
data sources. . ) .
impactful issues with context, so IT can understand

* Riverbed® NetProfiler™10.24.2 or higher and resolve issues faster. It eliminates data silos

lert fati . . ision-maki
. Riverbed® NetIM™2.6.1 or higher and alert fatigue, improving decision-making to

continuously improve business continuity.
* Riverbed® AppResponse™11.12 or higher

+ Riverbed® Aternity™ SaaS
To learn more about Riverbed, please visit

riverbed.com/products/riverbed-1Q/

riverbed

About Riverbed

Riverbed, the leader in AlOps for observability, helps organizations optimize their user’s experiences by leveraging Al automation for the prevention,
identification, and resolution of IT issues. With over 20 years of experience in data collection and Al and machine learning, Riverbed’s open and
Al-powered observability platform and solutions optimize digital experiences and greatly improves IT efficiency. Riverbed also offers industry-leading
Acceleration solutions that provide fast, agile, secure acceleration of any app, over any network, to users anywhere. Together with our thousands

of market-leading customers globally - including 95% of the FORTUNE 100 - we are empowering next-generation digital experiences.

Learn more at riverbed.com.
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